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Abstract—Equipped with renewable energy generators, pro-
sumers produce, store and consume energy and become an impor-
tant entity in smart grids. With time-variant power demands and
generation capacities, prosumers can exchange energy via local
power lines with less transmission loss than the long-distance
power lines to the traditional power plants. In this paper, we
develop a local power exchange game and address the cheating
problem that seller prosumers actually supply insufficient energy
instead of the promised amount in the trade. We apply the indi-
rect reciprocity principle to build an anti-cheating local energy
exchange system that maintains reputations for the prosumers
according to their selling histories. By supplying less energy to
the buyers who cheated in previous trades, this system motivates
the autonomous prosumers to cooperate instead of cheating.
Simulation results have shown that this strategy significantly
reduces the number of cheating prosumers and improves the
overall system utility. Compared with the direct reciprocity-based
counterpart, this system reaches the desirable equilibrium much
faster and requires less energy from the traditional energy plants.

I. INTRODUCTION

With the proliferation of advanced power services and
technologies, prosumers are the combination of power pro-
ducers and consumers and become an important entity in
smart grids [1]-[4]. As a household, industrial or commercial
establishment equipped with batteries and various appliances
such as refrigerators and air-conditioner, each prosumer can
also generate power by utilizing renewable energy generators,
e.g., solar panels and small wind turbines, as well as power
elements such as electronic vehicles(EVs) and plug-in hybrid
electric vehicles (PHEVs) [1], [2], [5], [6].

Due to the time-variant power demand and renewable power
production that depends on the weather condition and the
number of the energy generators, the energy surplus of a
prosumer, either positive or negative, changes over time and
is different from each other [7]. Prosumers exchange their
surplus energies in a local electric market as a supplement
to traditional power plants. With lower transmission costs due
to the shorter transmission distance, the local power exchange
reduces the energy bills from energy plants and the investment
costs to upgrade the power equipments for the ever-increasing
power demands [3].

Controlled by distributed individual households, prosumers
have autonomy and control in the local energy trade. Seller
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prosumers have incentives to send less energy than promised
in the trade to the buyers to increase their own utilities,
if knowing that cheating does not incur punishment. Secure
energy exchange in the local electric market has become an
important issue in smart grids [8]. In this work, we aim to
address the cheating problem for autonomous prosumers in
the energy exchange.

Game theory is a powerful mathematical tool for the design
and analysis of smart grids and networks [7], [9]-[17]. For
instance, in a power system consisting of several renewable
power generators with different properties, the energy quan-
tities for the generators have been optimized in terms of the
system operating costs and emissions in the cooperative game
[13]. In [15], the risky and firm power contract offering was
introduced for the wind power producers to trade risky power.
In addition, a microgrid coalition algorithm has been proposed
in [14] to match the buyer and seller to reduce the power
distribution loss. The work in [17] analyzed the energy trading
between two microgrids and provided a centralized solution to
minimize the total cost.

Moreover, the trust/reciprocity methods are especially ef-
ficient to enhance user cooperation [18], [19]. Among them,
the indirect reciprocity principle with the main idea “I help
you and somebody else helps me” has shown its strength in
large-scale networks to overcome the limitations of the direct
reciprocity strategy [20]. The indirect reciprocity principle has
been applied to stimulate node cooperation for the large-scale
cognitive radio networks [19] and to suppress eavesdropping
and packet dropping attacks in wireless networks [21], [22].
Inspired by these works, we apply this principle to counteract
cheating in prosumer power exchange.

In this work, we present a prosumer power exchange
game and propose an anti-cheating local energy exchange
system based on the indirect reciprocity principle. Note that
a seller prosumer in a trade is likely to have insufficient
energy afterwards and becomes a buyer in another trade due
to the time-variant renewable energy production and power
demand. Therefore, by reducing the power supply to the
buyer prosumers who once cheated as sellers and ensuring
that the punishment loss exceeds the cheating gain, the local
energy market suppresses the cheating motivation of rational
prosumers.

The indirect reciprocity-based energy market utilizes a
social norm and prosumer reputation updating process to
punish the the cheating sellers and those who help the “bad”
buyers with insufficient power supply. In this way, the system
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Fig. 1. A smart grid consisting of a traditional power plant, a substation and
N prosumers.
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suppresses the incentive for rational prosumers to cheat and
stimulates prosumer cooperation. We apply the Markov deci-
sion process to derive the stationary reputation distribution
for the optimal trading strategy and use the Wright-Fisher
model for the prosumer strategy spread to investigate the stable
equilibrium in this game. Simulation results show that this
system can suppress the cheating population in the energy
exchange system very fast. Consequently, prosumers obtain
more power from the neighborhood energy community and
pay less to the power plants, which can decrease their fossil
fuel consumptions and the overall carbon emissions.

The remainder of the paper is organized as follows. In
Section II, we present the system model. Then we describe the
indirect reciprocity-based local energy exchange in Section III
and analyze its performance in Section IV. Simulation results
are presented in Section V. A short conclusion is made in
Section VI.

II. SYSTEM MODEL

We consider a smart grid consisting of N autonomous
prosumers that are connected with a traditional energy plant
via a substation and long-distance power lines, as shown
in Fig. 1. With time-variant energy demands and generation
capabilities, prosumers also exchange their surplus energy in
the local energy market via local power lines. The local energy
trade is monitored by the smart meters and the substation in
the microgrid.

For simplicity, the time under consideration is divided into
slots as the unit of the energy exchange. We assume that in
each time slot, p percent of the prosumers are buyers in the
local energy market. Each buyer selects its seller prosumer
according to its energy demand and trading policy, the local
energy price and the energy generation capabilities of the
neighboring prosumers. Assuming that both the seller and the
buyer have agreement on the amount and price of the energy
in the trade, we focus on the action of the seller, i.e., whether
the seller indeed sends sufficient energy to the buyer as it has
promised.

Due to the time-variant power demand and generation
capability, a buyer in a trade at time £ can become a seller to
another prosumer in a later trade. Controlled by the household
owners, the autonomous prosumers are assumed to be selfish
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Number of prosumers in the local market
Size of the action set
Action of a seller with reputation ¢
to a buyer with reputation j
Optimal action strategy
Social norm matrix
Payoff vector (C;: payoff of action ¢ to the seller)
Gain vector (G;: payoff of action 7 to the buyer)
Reputation propagation matrix
Reputation propagation accuracy
Percentage of buyer prosumers in the whole population
Forgetting factor vector
Expected long-term utility function of strategy a
as the seller (or buyer) reputation is ¢ (or j)
Probability for a prosumer to have a reputation [
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and rational, i.e., they aim at maximizing their own expected
utilities in the energy exchange.

In this system, the amount of energy in the trade are
quantized into L levels. More specifically, a seller takes an
action a from the action set A = {1,--- , L} and the amount
of energy that the seller actually sent is (@, 451 where
S is the amount of the energy promised by the seller in the
trade. An action can be viewed as the ratio of the amount of
energy that is actually sent over the claimed trade amount. It
is clear that autonomous sellers have motivation to cheat in
the trade with a < L, if they believe that cheating incurs no
punishment.

The local energy market evaluates the selling actions of
the prosumers and updates the seller reputations accordingly.
Corresponding to the action set A, we use a reputation set
{1,---, L} with L levels of discrete reputations, where L is
the best reputation and 1 is the worst. Let a;; denote the
action of a seller with reputation 4 to a buyer with reputation
j and the L-by-L matrix a* £ [a; ;] be the optimal strategy
for the prosumers in the energy trade, where a; ; denotes the
optimal action for a seller with reputation 7 towards a buyer
with reputation j.

The utilities to the prosumers in the trade depend on the
local energy prices, the claimed and the actual amounts of the
energy exchanged among the prosumers, and the transmission
losses over the local power lines. For simplicity, we assume
a time-invariant utility function and define a payoff (or gain)
vector C £ [Cili<i<r (or G £ [Gili<i<r) as the immediate
utility that the seller (or buyer) obtains, where C; (or ;) is the
instant payoff to the seller (or buyer) with the selling action
i.

Note that our proposed anti-cheating system is not restricted
to the trade with fixed pricing or quantized energy amount.
The indirect reciprocity principle can be extended to the time-
variant pricing system, which exceeds the scope of this paper
due to page limitation. For ease of reference, the commonly
used notations are summarized in Table 1.

III. INDIRECT RECIPROCITY-BASED ANTI-CHEATING
ENERGY EXCHANGE FOR PROSUMERS

We build a local energy market based on the indirect
reciprocity principle to suppress cheating prosumers. By in-
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corporating a social norm and reputation updating process,
this market follows the principle “I help you and somebody
else helps me” [20] in the energy trade. More specifically,
the local energy market assigns a reputation value to each
prosumer according to its selling history. On the other hand,
sellers following the social norm choose their trading actions
based on the reputations of the buyer prosumers and their own
trading strategies.

This reciprocity-based system assigns two types of reputa-
tion to each prosumer: a scalar reputation and a vector reputa-
tion. Corresponding to the action set, the scalar reputation is
an integer from 1 to L, where L is the highest (best) reputation
while 1 is the lowest (worst). In the social norm, each seller
takes action L by sending sufficient energy to the “good” buyer
with reputation L and provides less power (i.e., a < L) if the
buyer has a reputation less than L.

Besides the scalar reputation, we also introduce a vector
reputation consisting of L elements to record more information
on the prosumer’s trade history, where the j-th element in the
vector is the probability for the prosumer to have a scalar
reputation j. Let r;[k] denote the vector reputation of Prosumer
l at time k, whose scalar reputation is actually the outcome
of a random variable with probability mass function given by
r; [k]

The social norm of the local energy market is presented by
the social norm matrix denoted as Q £ [Qo. ;] .x 1, Where Qo
is the immediate scalar reputation assigned to the seller who
takes action « to the buyer with reputation j. The social norm
matrix is designed according to the desirable action strategy
denoted with a* £ [a; ;], which is a L-by-L matrix, where
a; ; is the desirable action for a seller with reputation ¢ to a
buyer with reputation j.

Following a desirable prosumer strategy in the anti-cheating
energy exchange, a seller sends the amount of energy accord-
ing to the reputation of the buyer and the principle of indirect
reciprocity. The seller has to punish the “bad” opponent
prosumer according to the cheating history of the latter. For
simplicity, one desirable action strategy is given by a; ; = j
and thus

1 2 3 L
w=| 2 8k 1)
1 2 3 L

The seller takes action j towards a buyer with reputation j,
and provides less energy to those deviating from a*.

To motivate prosumers to choose this strategy, the local
energy market assigns the best reputation L to the sellers
with a*. For example, the seller achieves reputation L if it
sends sufficient energy to a good buyer with reputation L.
Otherwise, the seller receives a lower reputation by either
sending insufficient energy to the good buyer with reputation L
or providing sufficient energy to those with lower reputations.
According to this principle, we provide a social norm matrix
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as
L L-1 L-2 1
L-1 L L—-1 2
Q_[QQJ]L7L_ .
1 2 3 R

2
For the case with L = 3, a seller prosumer obtains an instant
new reputation 1 by taking action 3 to a buyer with a reputation
1 and earns a reputation 3 with the same action if the latter
has the highest reputation.

As a concrete example of the reputation updating process,
without loss of generality, we assume that Prosumer [ with
reputation ¢ takes action a; ; to a buyer with reputation j at
time k. According to Algorithm 1, the seller obtains a new
vector reputation at time k41 denoted with r;[k+1] as follows,

l‘l[k; + 1] = (I)()\l‘l [ki] + (1 — )\)eQai,jd)’ (3)

where the system parameter A is the forgetting factor of a
reputation, @, ; ; is the immediate scalar reputation given by
(2),e; =10,---,1,0,---,0] is the standard basis vector and &
is the propagation matrix in the reputation broadcast process.

The new reputation r;[k + 1] is broadcasted to the other
prosumers in the local energy market via a reputation broad-
cast channel. Let ¢ denote the probability for the reputation
to be correctly broadcasted. For simplicity, we assume equal
probability for a reputation to be detected with error and the
probability for a seller prosumer to take reputation ¢ as j is
(1—€)/(L—1), for given 1 < j # ¢ < L. Thus the propagation
matrix in (3) is given by ® = [®; ;| 1, where the probability
for an observer prosumer to take a new reputation ¢ as j is
(I),'J = ﬁ, j 75 i, and (I)iﬂ' = €.

Finally, we introduce a forgetting factor vector denoted
with A = [Az]i<z<r to discriminate the cheating degrees
in the reputation updating process, where A, € (0,1] is
the forgetting factor for immediate reputation z. A larger A,
represents less impact of the current action in the long run.
By setting A, < A, for the instant reputation z < y, the local
energy market punishes the cheater prosumers deviating from
the desirable strategy for a longer time. As a system parameter,
A is set by the energy market in advance. We investigate its
impacts via simulation results in Section V. Similar to Eq. (3),
the reputation updating process with differentiated forgetting
factors can be written as

nlk+1] = ®(Aq,, , nlkl+ (1 —Aq.,  ;)eq., ;) @

IV. OPTIMAL ACTION & STATIONARY REPUTATION
DISTRIBUTION

The proposed energy exchange strategy provides incentives
for prosumers to send sufficient energy to the “good” pro-
sumers in the neighborhood energy community and suppress
cheating in the local energy trade. In this section, we evaluate
whether our desirable action strategy a* in (1) dominates in the
prosumer population and derive the corresponding stationary
reputation distribution.

By applying the Markov Decision Process (MDP), we derive
the stationary reputation distribution for the optimal strategy.
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Algorithm 1 Reputation updating for prosumer [ in the energy
exchange process

Require: Current vector reputation of Prosumer [: r;[k], ac-
tion a; j, scalar reputation of the seller and buyer: 4, j;
Calculate the immediate scalar reputation: Qq, ; ; by (2);
Check the forgetting factor: AQai,j,j;

Update the new vector reputation: AQaiyj,jl‘l k] + (1 —
AQaiyj,j)eQaiyj,j;

Send the new vector to the prosumers in the area via the
reputation broadcast channel.

Let U?; denote the expected long-term utility function of an
action strategy a with seller reputation ¢ and buyer reputation
j. As the optimal strategy of a prosumer a* = [a; j] maximizes

a
U, we have

* a
;; = arg max U,

a @
1<a<L 7

)

Let p* £ [pf]i=1..... denote the stationary reputation
distribution of a*, where p; is the time-invariant ratio of the
prosumers with reputation [ in the energy market. Thus the
probability for a prosumer to meet a neighbor with reputation
[ in the next trade is p;. Given long-term expected payoff
U}, the expected utility to a seller with strategy a since its
next trade is Zizl ZzL=1 7i,;(h)p; Uk, where 7; j(h) is the
probability for the seller to have a reputation A in its next
trade and is equal to the h-th element of 7; ;[k + 1] in (4).
Assuming equal probability for a prosumer in a trade to be a
buyer or seller, we can write the expected long-term payoff of
strategy a as

L L
Ui; =05 (C[am] +> Zfi,j(k)pz*Uk,z>

k=11=1
L
%—05<thﬁ—+§:pﬂﬁJ>,
=1

where the first term corresponds to the case that the prosumer
is a seller in this trade and the second represents the buyer.
The difference between them is that the buyer in a trade keeps
its reputation and obtains a payoff G while the seller has
reputation updated and obtains a payoft C.

By Eq. (3), we use the time-invariant property of the
stationary reputation distribution of a* to obtain the following,

L ko3
doic Zz;Qﬂ =1PiPi

(6)

L 3k
zi:1 ZL;QM =L DPiP
i,07
(7

Using the modified gradient descent algorithm as presented
in [19] on (5)-(7), we compute the stationary reputation
distribution p*. For instance, we consider a case with L = 2
levels of energy quantization, where the payoff vector and
the gain vector are C = [4,2] and G = [—6, 8], respectively.
According to Eq. (1) and (2), the desirable action strategy and
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the social norm matrix are simplified into

sia= |1 5| ®)
and
.| 5] ©)

Based on the gradient descent algorithm, we see that the stable
probability for a% _, is p* = [0.0285,0.9715]7, i.e., prosumers
with the desirable action strategy can obtain the best reputation
with a probability 0.9715.

V. SIMULATION RESULTS
A. Evolutionarily Stable Strategy

Originally developed for social-biological science, the evo-
lutionarily stable strategy (ESS) is used to evaluate whether an
equilibrium in a game is stable [23]. More specifically, given
a dominant strategy, the natural selection alone is sufficient
to prevent alternative strategies from invading. To this end,
the Wright-Fisher model [23] is widely used to investigate the
action strategy spread resulting from natural selection.

According to the Wright-Fisher model, we perform sim-
ulations to evaluate the evolution of the prosumer population
adopting our desirable strategy a* and determine whether a* in
(1) is evolutionarily stable. More specifically, in a local energy
market following this model, the probability for a seller to
choose the strategy indexed with ¢ at time k-1 is proportional
to the expected utility to the population following strategy
at time k. Therefore, the probability for a seller to choose
strategy ¢ at time k + 1 denoted with p/[k + 1] is given by

AL
NACEAC

where UJ[k] is the average utility that the prosumers with
strategy [ obtain at time k.

pilk +1] (10)

B. Simulation results

We evaluate the evolutionarily stable property of the de-
sirable strategy a* in the energy exchange system, where the
action spreading follows the Wright-Fisher model given by Eq.
(10). As comparison, we also considered the direct reciprocity
principle [20], whose main idea is “I help you because you
help me”, which clearly has better performance than those
without any reciprocity/reputation mechanism.

Unless specified otherwise, we considered N = 100 pro-
sumers and p = 40% of the prosumers bought energy in
each time slot, with the forgetting factor A = 0.5 and the
reputation broadcast accuracy € = 0.99, where 70% of the
prosumers follow a* during the first time slot. We provide
the percentage of the sellers that send insufficient energy,
consisting of the cheating population and the prosumers that
punish the cheaters, which can be viewed as the upper limit
of the cheating ratio.

First, Fig. 2 presents simulation results for the case with
L =2 C=142, G = [-6,8], aj _, given by (8) and
Q;—- by (9). We see that the desirable strategy aj _, is an
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evolutionarily stable strategy and this system suppresses the
cheating population to less than 2% after 50 time slots. In
addition, more than 90% of the prosumers choose our desirable
action after 50 time slots in the indirect reciprocity system,
in Fig. 2(b), and more than 98% of the prosumers have the
highest reputation, in Fig. 2(c).

It is also shown in Fig. 2 that this system exceeds the direct
reciprocity counterpart. For example, the “bad” prosumer
population in this system quickly shrinks to a negligible level
after 50 time slots, while the direct reciprocity-based system is
much slower to achieve the same performance. The reason is
that a prosumer is less likely to meet its previous seller again
with exchanged roles in such a large-scale network and thus
avoids the punishment resulting from cheating with a large
chance.

We next consider the case that the system has a more
accurate quantization level for the energy exchange with
L =3,

1 2 3
aj_,=1[1 2 3|, an
1 2 3
and
3 21
Q,3=1]2 3 2 (12)
1 2 3
In the simulation, the payoff vector for the seller prosumers
C = [4,3,2] and the gain vector for the buyer prosumers

G = [-6,1,8]. By comparing Fig. 2(c) and Fig. 3 (b), we
see that a more accurate energy quantization (i.e., L = 3 vs.
L = 2) improves the system performance and suppresses the
cheating population much faster. Finally, as shown in Fig. 3,
the overall system utility increases by replacing A = 0.5 with
A =[0.2,0.4,0.8] and the discriminate forgetting factor for
each action type prevents cheating more efficiently.

VI. CONCLUSION

In this paper, we have proposed an indirect reciprocity-based
local energy exchange system to suppress cheating of au-
tonomous prosumers. The social norm and reputation updating
process are established to punish the cheating prosumers with
insufficient energy supply in later trades. We have provided the
stationary reputation distribution of the optimal action strategy
for prosumers in the local energy exchange according to the
Markov decision process model. Simulation results show that
our desirable strategy is an evolutionarily stable strategy and
the system can suppress the cheating population very fast. In
addition, by applying discriminate forgetting factors in the
reputation updating, the system further increases the overall
network utility and the speed to suppress cheating population.

REFERENCES

[1] I Lampropoulos, G.M.A. Vanalme, and W.L. Kling, “A methodology for
modeling the behavior of electricity prosumers within the smart grid,” in
IEEE PES Innovative Smart Grid Technologies Conference, Oct. 2012.

[2] N. Capodieci, G. Cabri, G.A. Pagani, and M. Aiello, “Adaptive game-
based agent negotiation in deregulated energy markets,” in 20/2
International Conference on Collaboration Technologies and Systems
(CTS), June 2012.

603

0.7

—ae— Direct 4
—— |ndirect

0.5

0.4

0.3

===l

0.2

0.1

ottt st o ]

150 200

Byt

v
100
Time slot

(a) Percentage of the sellers providing insufficient energy.

1

0.95[ 4

0.9 4

I==~1=ilwy

0. : A
! —e— Direct
—w— |ndirect

0.65 :
100 150 200
Time slot

(b) Percentage of the population using the desirable strategy, a*.

1

0.95

1=ty
°
2

o
o
s

o
o

o
o
i}

—— Direct |
—u— |ndirect

150 200

0.5

50 100
Time slot

(c) Percentage of the prosumers with the best reputation (i.e., 2).

Fig. 2. The population evolution of the local energy exchange system
consisting of N = 100 prosumers, with L = 2, and A = 0.5.

[3] S. Grijalva and M.U. Tariq, “Prosumer-based smart grid architecture
enables a flat, sustainable electricity industry,” in I[EEE PES Innovative
Smart Grid Technologies Conference, Jan. 2011.

Ebisa Negeri and Nico Baken, “Architecting the smart grid as a
holarchy,” in SMARTGREENS’12, 2012, pp. 73-78.

S. Massoud Amin and B.F. Wollenberg, “Toward a smart grid: power
delivery for the 21st century,” [EEE power and energy magazine, vol.
3, pp. 34-41, 2005.

W. Su, H.R. Eichi, W. Zeng, and M.Y. Chow,
electrification of transportation in a smart grid environment,”
Trans. Industrial Infomatics, vol. 8, pp. 1-10, Feb. 2012.

W. Saad, Z. Han, H.V. Poor, and T. Basar, “Game-theoretic methods
for the smart grid: An overview of microgrid systems, demand-side
management, and smart grid communications,” /EEE Signal Processing
Magazine, vol. 29, pp. 86105, Sept. 2012.

“A survey on the
IEEE



IEEE ICC 2014 - Communication and Information Systems Security Symposium

6
To Indirect, A=[.5 5 5]
= —&— |ndirect,[.2,.4,.8]
Direct,A=[.5 .5 .5]
—+— Direct,[.2,.4,.8]
0 50 100 150 200
Time slot
(a) Percentage of the sellers providing insufficient energy.
1
0.9 |
Indirect,A=[.5 .5 .5]
0.8- —#— |ndirect,[.2,.4,.8]
== Direct,A=[.5 .5 .5]
5 o7l —— Direct,[.2,.4,.8]
i
i' 0.6
05
0.4
0 50 100 150 200
Time slot
(b) Percentage of the prosumers with the best reputation (i.e., 3).
12000
11000 1
Indirect,A=[.5 .5 .5]
10000 - —e— Indirect,[.2,.4,.8]
== Direct,A=[.5 .5 .5]
& 9000 H —— Direct,[.2,.4,.8]
— 8000}
5
= ad g
7000 }\‘\”,’(’\L‘, RSk
v ohavtor d
LU
6000 3 R
5000
4000 ; s
0 50 100 150 200
Time slot
(c) Overall system utility
Fig. 3.  The population evolution of the local energy exchange system

consisting of N = 100 prosumers with L = 3 energy quantization levels,
and different forgetting factor vector A.

[10]

(1]

[12]

Z. Lu, X. Lu, and W. Wang, “Review and evaluation of security threats
on the communication networks in the smart grid,” in Proc. IEEE
Milcom), Oct. 2010.

Y. Chen, W.S. Lin, F. Han, Y.H. Yang, Z. Safar, and K.J.R. Liu, “A
cheat-proof game theoretic demand response scheme for smart grids,” in
Proc. IEEE International Conference on Communications (ICC), 2012.
Z. Han, H.V. Poor, and T. Basar, “A noncooperative game for double
auction-based energy trading between phevs and distribution grids,” in
Proc. Interconnections and Communications of Electric Vehicles and
Smart Grids (IEEE SmartGridComm), 2011, pp. 267-272.

Y. Gao, Y. Chen, C.Y. Wang, and K.J.R. Liu, “Optimal contract design
for ancillary services in vehicle-to-grid networks,” in Proc. IEEE Smart
Grid Comm, 2012.

Y. Gao, Y. Chen, C.Y. Wang, and K.J.R. Liu, “A contract-based approach

604

[15]

[16]

[17]

(18]

for ancillary services in v2g networks: Optimality and learning,” in Proc.
IEEE INFOCOM, 2013.

F. A. Mohamed and H. N. Koivo, “Multiobjective optimization using
modified game theory for online management of microgrid,” European
Trans. Electr. Power, vol. 21, pp. 839-854, 2011.

W. Saad, Z. Han, and H. V. Poor, “Coalitional game theory for
cooperative microgrid distribution networks,” in Proc. IEEE Int. Conf.
Communications, Workshop on Smart Grid Communications, May 2011.
Y. Zhao, J. Qin, R. Rajagopal, A. Goldsmith, and H. V. Poor, “Risky
power forward contracts for wind aggregation,” in Proc. IEEE Allerton,
2013.

Q. Liang, X. Wang, X. Tian, and Q. Zhang, “Route-switching games
in cognitive radio networks,” Proc. ACM international symposium on
Mobile ad hoc networking and computing, pp. 249-252, July 2013.

J. Matamoros, D. Gregoratti, and M. Dohler, “Microgrids energy trading
in islanding mode,” in Proc. IEEE Third International Conference on
Smart Grid Communications (SmartGridComm), Nov. 2012.

Y.L. Sun, Z. Han, and K.J.R. Liu, “Defense of trust management vul-
nerabilities in distributed networks,” IEEE Communications Magazine,
vol. 46, pp. 112-119, Feb. 2008.

Y. Chen and K.J.R. Liu, “Indirect reciprocity game modelling for
cooperation stimulation in cognitive networks,” [EEE Trans. Comm.,
vol. 59, pp. 159-168, Jan. 2011.

M. Nowak and K. Sigmund, “Evolution of indirect reciprocity,” Nature,
vol. 437, pp. 1291-1298, Oct. 2005.

L. Xiao, W.S. Lin, Y. Chen, and K.J.R. Liu, “Indirect reciprocity
game modelling for secure wireless networks,” in Proc. International
Conference on Communications (ICC), June 2012.

L. Xiao, Y. Chen, W.S. Lin, and K.J.R. Liu, “Indirect reciprocity
security game for large-scale mobile wireless networks,” IEEE Trans.
Information Forensics and Security, vol. 7, pp. 1368 — 1380, Aug. 2012.
R. Fisher, The Genetical Theory of Natural Selection, Cambridge
University Press, 1930.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Required"  settings for PDF Specification 4.01)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


